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Abstract 
The Internet of Things (IoT) envisions a destiny wherein anything/anyone/any provider can be 
connected with the use of appropriate facts and conversation technology, ushering in a technological 
revolution in regions together with domestics, clever houses, healthcare structures, commodities 
tracking, and logistics. Patient tracking structures are getting greater crucial because the world's senior 
populace maintains to expand, growing the call for caregivers. Wireless technology is utilized in those 
structures to ship important symptoms and symptoms for clinical assessment. The challenge's purpose 
is to supply higher fitness care to people of their houses in a greater fee-powerful and applicable 
manner. The call for a home-primarily based totally fitness tracking gadget has grown in current years 
as healthcare expenses have risen dramatically over the preceding numerous decades. This challenge 
describes the layout of an easy, low-fee-affected person fitness tracking gadget primarily based totally 
on a controller. The counseled home-primarily based totally fitness tracking gadget primarily based 
totally on an Android cellphone incorporates capabilities for obtaining clinical signs together with 
frame temperature, pulse rate, and ECG. To offer a non-stop indication of the heartbeat digits, this tool 
employs an easy Optoelectronic sensor this is quite simply strapped to the finger. To decide the 
affected person's temperature, a temperature sensor is included. The amassed facts have analyzed the 
use of an ARM11 (Raspberry Pi) processor, and the processed facts are sooner or later supplied on 
physicians' or families' Android cellular phones. The facts also can be supplied on a computer. The 
layout and deployment of an IoT-primarily based totally fitness tracking gadget for emergency clinical 
offerings could display bendy collection, integration, and interoperability of IoT facts and assist 
emergency clinical offerings together with Intensive Care Units (ICU). The gadget employs a low-fee 
factor to talk facts together with ECG to physicians for tracking, diagnosis, and affected person remedy 
at a significantly decreased fee, no matter the affected person's location. 
 
Keywords: Internet of things based healthcare, cloud computing, edge computing 

 

1. Introduction 

More than a billion humans use the net each day to examine the material, ship and acquire 

emails, get the right of entry to multimedia resources, play online games, and socialize. 

Furthermore, the net is projected to function as an international platform for connecting 

bodily things, or 'Things,' taking into consideration new approaches of working, engaging, 

entertaining, and living. The Internet era has grown pervasive in our culture, infiltrating all 

elements of our life, and it's far extra correct to consult it as want in preference to a 

convenience. Kevin Ashton coined the phrase "Internet of Things" [1, 2] to signify the 

developing global, Internet-primarily based totally facts structure. The Internet of Things 

consists of ideas from ubiquitous, ambient, and pervasive computing, that have grown over 

the preceding a long time and feature now reached a factor of maturity. The Internet of 

Things (IoT) is anticipated as a community of billions of humans, things, and machines that 

speak with each other and are invisibly linked with sensors and actuators, making it 

beneficial in regular life.  

The 'Internet of Things,' with the intention to function as an international platform to 

hyperlink bodily items, things, and human beings, permitting new techniques of working, 

communicating, engaging, entertaining, and living, will rule the future. Everything you wear, 

drive, examine, or see, in addition to the humans you meet and the places you visit, may be 

linked, addressed, and managed remotely as a part of the Internet of Things (IoT) [4-10]. As 

the fee of IoT gadgets, cell phones, and community connections maintains to fall, it's far 

clean that the whole thing and absolutely each person is attached 24 hours an afternoon over 

a wi-fi community. The manner people acquire facts will certainly regulate as the verbal 

exchange era grows quicker, extra widespread, and much less costly. The use of the RFID-

primarily based totally sensor era, in addition to different associated technologies, is  

www.microcircuitsjournal.com


International Journal of Electronics and Microcircuits  www.microcircuitsjournal.com 

~ 26 ~ 

accelerating Internet of Things innovation and growth. This 

new incorporated RFID Sensor-Internet structure may be the 

cornerstone for constructing a clever environment. The 

statistics may be exchanged throughout systems and apps to 

offer a unified operational image of an international wherein 

unrestricted 'Things' can be handled. The Internet of Things 

(IoT), which guarantees clients a clever, rather networked 

international with an extensive variety of interactions, 

employs the concept of object hyperlinking. By attaching 

item tags with URLs as meta-gadgets to real items or places, 

item hyperlinking seeks to deliver the net into the actual 

international. Massive quantities of statistics created through 

some of the assets can be saved in the 'Cloud,' wanting extra 

pc strength to get right of entry to it in a stable and sincere 

manner. 

In clever cities, e-health, actual-time tracking of business 

processes, sensible logistics, and lots of different areas, the 

shift from the use of the net to attach end-person gadgets to 

the use of the net to attach bodily gadgets that speak with 

each other and with human beings will create a slew of 

recent corporations and marketplace opportunities. 

 

2. The IoT-based Healthcare System 

One of the most serious challenges a country faces today is 

health. Despite significant investments in information 

technology by the health sector, the expected benefits in 

terms of patient safety and productivity have not yet 

materialized. Paper health records and handwritten notes are 

still used by organizations to inform and make choices. 

Digital data gets dirty as it passes between services and 

applications. It is rare and difficult to share data between 

doctors, departments, and even patients. Adoption of cloud 

and IoT technology in healthcare might be the key to 

allowing hospitals to focus on clinically vital tasks while 

saving money. Through the use of RFID tags, sensors, and 

detectors, the Internet of Things can provide a range of 

health benefits, including online interaction with patients, 

identification, and communication. Patient monitoring, 

physician location, and patient medical reports, as well as 

medical supply chain monitoring, logistics, drug 

management, and counterfeit drug detection. Internet of 

Things can connect D2M, O2O, P2D, P2M, D2M, S2M, 

M2H, and T2R devices [1-5], intelligent devices, machines, 

and dynamic systems are intelligently integrated to create a 

convenient monitoring and health system, as well as a 

medical waste management system. Patient bracelets, for 

example, can continuously monitor pulse, blood pressure, 

blood sugar, and cholesterol levels, and send information to 

healthcare professionals' smartphones or tablets, as well as 

medication and medication reminders. Exercises. Exercise, 

etc. In terms of investment, security, privacy, reliability, and 

return on investment, the Internet of Things will 

revolutionize healthcare. if the medical community and 

businesses sincerely trust him. Tracking and monitoring 

patient behavior in healthcare is one of the most difficult 

research fields for IoT Healthcare. Medical mistakes 

continue to be the third greatest cause of mortality in the 

United States, claiming the lives of an estimated 400,000 

individuals each year. Examples of errors: 

1. Failure or delayed diagnosis 

2. Failure to request or initiate mandatory examinations or 

follow-ups 

3. Inability to obtain information on a patient's medical 

history 

4. Failure to recognize a patient's allergy to a certain drug. 

 

3. Related Work 

Sensors that take advantage of recent technological 

advances [11-17] are particularly suited to healthcare 

applications. As a potential catalyst for e-health 

implementation, wireless body sensor networks are gaining 

ground. The multiple sensor nodes worn by patients that can 

measure and report on their mental health constitute a 

WBASN for health monitoring. 

Google Health Personal Health Record (PHR) customers 

can utilize a Microsoft-provided gateway to send their 

personal health data to a Microsoft Health Vault account. 

The demise of Google Health demonstrates the difficulties 

of developing an online PHR business model. Since 2015, 

revenue has increased by 33%, thanks to doctors urging 

patients to adopt healthcare IT solutions. The architecture of 

the Microsoft Connected Health Framework is made up of 

process models, information models, and service models. 

Following the implementation of this new system, the 

hospital has noticed the following substantial benefits: 

 Sensor and communication advancements enable 

devices to gather and analyze previously unavailable 

data. The new technology allows professionals to 

securely analyze lab findings, enter prescriptions, and 

view patient files, slashing treatment time in half and 

allowing them to deliver care from anywhere in the 

globe. employing established terminals or their own 

computers, tablets, or cell phones in a fraction of the 

time 

 Due to the inefficiency and time-consuming nature of 

the old hospital system, a variety of software was 

utilized to manage medical records, time, medical 

imaging, recordings, speech recognition software, and 

email. Across the day, physicians and personnel had to 

access information from many places throughout the 

hospital, which may take up to two minutes each time, 

and doctors had to memorize a large number of names, 

users, and passwords. The proximity badge now 

automatically inserts the username in the current 

version of this solution, requiring only one password 

entry at the start of the day. 

 

The information and image management system Medical 

from AT&T assists healthcare practitioners in improving 

patient care through virtual online collaboration and mutual 

interpretation of patient images such as x-rays, computed 

tomography, and magnetic resonance imaging (MRI). Users 

from all around the world may see patient photographs 

nearly instantly from anywhere, giving referrals with vital 

point-of-care updates while also freeing up time to see more 

patients. This reduces long-term technological costs while 

simultaneously making administrative tasks easier. The 

device can also help a nationwide hospital network manage 

photographs of reported patients as they're being treated. 

 

4. Framework for an IoT-based Healthcare System on 

the Cloud 

Patients nowadays are more knowledgeable about their 

conditions and are stronger advocates for their own health 

care, which increasingly necessitates access to new 

technologies. They want the greatest care at the best price 

and are ready to investigate their options. Access to personal 

patient information is becoming increasingly important, and 
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institutions must stay up. Because citizens may access their 

protected health information from anywhere in the globe, 

withdraw money, check their balances, and make payments 

from anywhere in the world when they can access their bank 

accounts. We proposed a cloud-based Internet of Things 

(IoT) health system that would allow depressed patients to 

have more control over their treatment [18-25]. In our 

suggested architecture for the sharing and cooperation of 

data and services on a single platform, we have built a 

network of all health actors. Patients and their families, 

healthcare professionals, pharmacists, medical labs, 

hospitals, and government agencies are among the 

healthcare actors who need access to healthcare data under 

certain conditions and are responsible for its authentication 

and authorization. Among the cloud IoT-based integrated 

solutions available are electronic prescriptions, EHR, 

personal health records, clinical decision-making systems, 

pharmacy systems, and other applications [26-29]. The 

framework will provide a wide range of healthcare 

applications to many stakeholders at various levels. Cloud 

IoT can help the doctor enhance the patient's diagnosis. To 

keep track of their health, the patient can  

complement self-maintenance. 

 

5. Use Case Scenario 

The framework proposed above is supplied in greater detail. 

In order to refine the utility framework supplied in discern 

1, we've analyzed the techniques of the proposed gadget. 

The actors and records flow concerned with inside the above 

framework are highlighted here. Consider an instance use 

case as proven here. The affected person is sporting a 

tracking tool to accumulate records. Data approximately his 

bodily sports and sleep. These tracking gadgets may be 

RFID sensors/tags strategically positioned at the human 

frame. RFID sensors/tags may be worn as stand-on my own 

gadgets or may be embedded in jewellery, implemented as 

small patches to the skin, hidden with inside the consumer's 

garb or shoes, or maybe implanted with inside the frame of 

the consumer. The consumer as a consequence developing 

WBASN. Each WBASN node is typically able to wirelessly 

detect, sample, processing, and speak one or greater 

physiological signals. It also can assist decide the 

consumer's location, distinguish consumer states (e.g. lying, 

sitting, walking, running), or estimate the kind and stage of 

bodily interest of the consumer. Activity records is uploaded 

from the tool, through the EHR gadget, to the consumer 

interface for guide add. The records are then hosted with 

inside the backend of the EHR cloud utility and recorded 

with inside the affected person's scientific profile. Archived 

records may be shared with physicians and hospitals at the 

request of patients. Healthcare experts, which include 

cardiologists and radiologists, accelerate affected person 

care through gaining access to saved affected person 

records. Patients and shared labs also can add computed 

tomography (CT) or magnetic resonance imaging (MRI) x-

ray pix to the affected person's digital scientific profile and 

that might be shared through cloud systems over time. 

Actual with the fine professionals across the world. 

Permitting in a single day prognosis and recommendations. 

The treatment's publications and effects may likewise be 

tracked from anywhere inside the same system [30-32]. If 

someone traveling abroad becomes unwell, they may 

provide nearby doctors on the ground with immediate and 

on-the-spot access to their medical records, allowing them 

to receive more appropriate treatment as a consequence. 

Take a look at someone's allergic reactions while doling out 

a prescription via the affected person's scientific profile. A 

health center concerned in a vehicle twist of fate may take a 

look at someone's blood kind and pre-current situations 

cited of their profile. fitness data: scientific history, scanned 

pix, blood groups, allergic reactions, scientific laboratory 

reviews can flow freely across the world, available through 

steady authentication, and could be without problems 

interpreted through healthcare experts. The gadget lets in 

healthcare experts to get right of entry to affected person pix 

nearly instantly, from everywhere, giving clinicians crucial 

point-of-care updates and time to look greater patients. This 

gadget will substantially lessen long-time period 

technological charges and enhance well-timed control of 

affected person care. The answer also can permit people and 

authorities health center networks throughout the United 

States of America to manipulate the affected person picture 

despatched at the same time as traveling to and from 

different facilities, everywhere with inside the United States 

of America. 

 

6. Conclusion 

The document seeks to focus on an IoT Cloud compatible 

health system not only to accomplish the illustration and 

traceability of health actors but also to ensure better health 

services. The aim of this essay is to highlight the importance 

of an IoT Cloud compatible health system not only to 

illustrate and track health actors but also to improve health 

services. We have proposed a cloud IoT architecture where 

medical data can be securely exchanged with the consent of 

patients and other healthcare providers. Thanks to the 

system that we are proposing, we want to create a network 

between all health actors, which will improve 

communication and collaboration between different 

organizations, which will result in better patient care and 

services. The proposed IoT cloud provides technology that 

enables various healthcare professionals to solve a variety of 

issues, such as rising healthcare costs, delivery costs, 

sharing and storage of healthcare professionals’ information. 

Health, and better health services. However, issues related 

to trust, privacy, and security, along with a number of 

technological hurdles, outweigh the benefits. A number of 

technological challenges must be overcome before 

healthcare professionals can fully adopt and trust the IoT 

health cloud. A comprehensive security implementation 

paradigm is still required. 

 

7. References 

1. Atzori, Luigi, Antonio Iera, Giacomo Morabito. The 

Internet of Things: A Survey, Computer Networks. 

2010;54(15):2787-2805. 

2. Ashton K. The Internet of Things Thing, RFID Journal. 

2009;22:97-114. 

3. Want Roy RFID. A key to automating everything. 

Scientific American. 2004;290(1):56-65. 

4. Juels A. RFID security and privacy: A research survey, 

IEEE Journal of Selected Areas in Communication. 

2006;24:381-394. 

5. AT&T Launch Medical Imaging Solution, 2011 Nov 

28. 

6. Lewis N. Google Health Dies, but PHR Market Still 

Growing, Information Week 201.  

7. Microsoft, Connected Health Framework Architecture 

file://///server/test/Electronics%20Engineering/Electronics%20and%20Microcircuits/issue/1%20Vol/1%20issue/www.microcircuitsjournal.com


International Journal of Electronics and Microcircuits  www.microcircuitsjournal.com 

~ 28 ~ 

and Design Blueprint, 2009.  

8. Jovanvo E, et al. A wireless body area network of 

intelligent motion sensors for computer assisted 

physical rehabilitation. J. Neuro ngineering Rehabil, 

2005 2.  

9. Akyildiz IF, Su W, Sankarasubramaniam Y, Cayirci E. 

Wireless sensor networks: a survey, Computer 

Networks. 2002;38:393-422. 

10.  Broll G, Rukzio E, Paolucci M, Wagner M, Schmidt A, 

Hussmann H. PERCI: Pervasive Service Interaction 

with the Internet of Things‖, IEEE Internet Computing. 

2009;13(6):74-81. 

11. Quack Till, Herbert Bay, Luc Van Gool. Object 

recognition for the internet of things. In The Internet of 

Things, Springer Berlin Heidelberg, 2008, 230-246. 

12. Li S, Xu L, Wang X. Compressed Sensing Signal and 

Data Acquisition in Wireless Sensor Networks and 

Internet of Things, IEEE Transactions on Industrial 

Informatics, in press, 2013. DOI: 

10.1109/TII.2012.2189222. 

13. Jayaprakash V, Tyagi AK. Security Optimization of 

Resource-Constrained Internet of Healthcare Things 

(IoHT) Devices Using Asymmetric Cryptography for 

Blockchain Network. In: Giri, D., Mandal, J.K., 

Sakurai, K., De, D. (eds) Proceedings of International 

Conference on Network Security and Blockchain 

Technology. ICNSBT 2021. Lecture Notes in Networks 

and Systems, Springer, Singapore, 2022, 481. 

https://doi.org/10.1007/978-981-19-3182-6_18. 

14. Kute S, Shreyas Madhav AV, Tyagi AK, Deshmukh A. 

Authentication Framework for Healthcare Devices 

Through Internet of Things and Machine Learning. In: 

Suma, V., Fernando, X., Du, KL., Wang, H. (eds) 

Evolutionary Computing and Mobile Sustainable 

Networks. Lecture Notes on Data Engineering and 

Communications Technologies, Springer, Singapore, 

2022, 116. https://doi.org/10.1007/978-981-16-9605-

3_27. 

15. Shruti Kute, Amit Kumar Tyagi, Rohit Sahoo, Shaveta 

Malik. Building a Smart Healthcare System Using 

Internet of Things and Machine Learning, in Big Data 

Management in Sensing: Applications in AI and IoT, 

River Publishers, 2021, 159-178. 

16. Shruti Kute, Amit Kumar Tyagi, Meghna Manoj Nair. 

Research Issues and Future Research Directions 

Toward Smart Healthcare Using Internet of Things and 

Machine Learning, in Big Data Management in 

Sensing: Applications in AI and IoT, River Publishers, 

2021, 179-200. 

17. Kumari S, Muthulakshmi P, Agarwal D. Deployment of 

Machine Learning Based Internet of Things Networks 

for Tele-Medical and Remote Healthcare. In: Suma, V., 

Fernando, X., Du, KL., Wang, H. (eds) Evolutionary 

Computing and Mobile Sustainable Networks. Lecture 

Notes on Data Engineering and Communications 

Technologies, Springer, Singapore, 2022, 116. 

https://doi.org/10.1007/978-981-16-9605-3_21 

18. Rekha G, Tyagi AK, Anuradha N. Integration of Fog 

Computing and Internet of Things: An Useful 

Overview. In: Singh P., Kar A., Singh Y., Kolekar M., 

Tanwar S. (eds) Proceedings of ICRIC 2019. Lecture 

Notes in Electrical Engineering, 2020, 597. Springer, 

Cham. https://doi.org/10.1007/978-3-030-29407-6_8 

19. Sheth HSK, Tyagi AK. Mobile Cloud Computing: 

Issues, Applications and Scope in COVID-19. In: 

Abraham, A., Gandhi, N., Hanne, T., Hong, TP., 

Nogueira Rios, T., Ding, W. (eds) Intelligent Systems 

Design and Applications. ISDA 2021. Lecture Notes in 

Networks and Systems, 2022, 418. Springer, Cham. 

https://doi.org/10.1007/978-3-030-96308-8_55 

20. Amit Kumar Tyagi, Aswathy SU, Aghila G, Sreenath 

N. AARIN: Affordable, Accurate, Reliable and 

Innovative Mechanism to Protect a Medical Cyber-

Physical System using Blockchain Technology IJIN. 

2021 Oct;2:175-183. 

21. Shamila M, Vinuthna K, Tyagi Amit. A Review on 

Several Critical Issues and Challenges in IoT based e-

Healthcare System. 2019, 1036-1043. 

10.1109/ICCS45141.2019.9065831.  

22. Mishra S, Tyagi AK. The Role of Machine Learning 

Techniques in Internet of Things-Based Cloud 

Applications. In: Pal S., De D., Buyya R. (eds) 

Artificial Intelligence-based Internet of Things 

Systems. Internet of Things (Technology, 

Communications and Computing). Springer, Cham, 

2022. https://doi.org/10.1007/978-3-030-87059-1_4 

23. Amit Kumar Tyagi, Meghna Mannoj Nair. Deep 

Learning for Clinical and Health Informatics, in the 

book Computational Analysis and Deep Learning for 

Medical Care: Principles, Methods, and Applications, 

2021 Jul 28, DOI:  

https://doi.org/10.1002/9781119785750.ch5 

24. Kumari S, Vani V, Malik S, Tyagi AK, Reddy S. 

Analysis of Text Mining Tools in Disease Prediction. 

In: Abraham A., Hanne T., Castillo O., Gandhi N., 

Nogueira Rios T., Hong TP. (eds) Hybrid Intelligent 

Systems. HIS 2020. Advances in Intelligent Systems 

and Computing, 2021, 1375. Springer, Cham. 

https://doi.org/10.1007/978-3-030-73050-5_55 

25. Gudeti B, Mishra S, Malik S, Fernandez TF, Tyagi AK 

Kumari S. A Novel Approach to Predict Chronic 

Kidney Disease using Machine Learning Algorithms, 

2020 4th International Conference on Electronics, 

Communication and Aerospace Technology (ICECA), 

Coimbatore, 2020, 1630-1635.  

DOI: 10.1109/ICECA49313.2020.9297392. 

26. Amit Kumar Tyagi, Dr. Meenu Gupta, Aswathy SU, 

Chetanya Ved. Healthcare Solutions for Smart Era: An 

Useful Explanation from User’s Perspective, in the 

Book Recent Trends in Blockchain for Information 

Systems Security and Privacy, CRC Press, 2021. 

27. Tyagi, Amit Kumar Nair, Meghna Manoj, Niladhuri 

Sreenath, Abraham, Ajith. Security, Privacy Research 

issues in Various Computing Platforms: A Survey and 

the Road Ahead, Journal of Information Assurance & 

Security. 2020;15(1):1-16, 16p.  

28. Nair MM, Tyagi AK, Sreenath N. The Future with 

Industry 4.0 at the Core of Society 5.0: Open Issues, 

Future Opportunities and Challenges, 2021 

International Conference on Computer Communication 

and Informatics (ICCCI), 2021, 1-7.  

DOI: 10.1109/ICCCI50826.2021.9402498. 

29. Kute SS, Tyagi AK, Aswathy SU. Industry 4.0 

Challenges in e-Healthcare Applications and Emerging 

Technologies. In: Tyagi A.K., Abraham A., Kaklauskas 

A. (eds) Intelligent Interactive Multimedia Systems for 

e-Healthcare Applications. Springer, Singapore, 2022. 

https://doi.org/10.1007/978-981-16-6542-4_1 

file://///server/test/Electronics%20Engineering/Electronics%20and%20Microcircuits/issue/1%20Vol/1%20issue/www.microcircuitsjournal.com


International Journal of Electronics and Microcircuits  www.microcircuitsjournal.com 

~ 29 ~ 

30. Kute SS, Tyagi AK, Aswathy SU. Security, Privacy and 

Trust Issues in Internet of Things and Machine 

Learning Based e-Healthcare. In: Tyagi A.K., Abraham 

A., Kaklauskas A. (eds) Intelligent Interactive 

Multimedia Systems for e-Healthcare Applications. 

Springer, Singapore, 2022. https://doi.org/10.1007/978-

981-16-6542-4_15. 

31. Madhav AVS, Tyagi AK. The World with Future 

Technologies (Post-COVID-19): Open Issues, 

Challenges, and the Road Ahead. In: Tyagi A.K., 

Abraham A., Kaklauskas A. (eds) Intelligent Interactive 

Multimedia Systems for e-Healthcare Applications. 

Springer, Singapore, 2022. https://doi.org/10.1007/978-

981-16-6542-4_2 

32. Nair MM, Kumari S, Tyagi AK, Sravanthi K. Deep 

Learning for Medical Image Recognition: Open Issues 

and a Way to Forward. In: Goyal D., Gupta A.K., Piuri 

V., Ganzha M., Paprzycki M. (eds) Proceedings of the 

Second International Conference on Information 

Management and Machine Intelligence. Lecture Notes 

in Networks and Systems, Springer, Singapore, 2021, 

166. https://doi.org/10.1007/978-981-15-9689-6_38  

file://///server/test/Electronics%20Engineering/Electronics%20and%20Microcircuits/issue/1%20Vol/1%20issue/www.microcircuitsjournal.com

